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Prev ious  Sec t ion

5.0 -- CITIS Development

The pr imary  requi rement  for  c rea t ing  a  success fu l  CITIS  i s  p re l iminary  p lanning .   The  cont rac tor  and  the  
Government  mus t  d i scuss  and  agree  upon  a  l a rge  number  o f  i s sues  be fo re  the  CITIS  deve lopment  i s  begun . 
 An  In tegra ted  Produc t  Team ( IPT)  fo r  CITIS  deve lopment  shou ld  be  fo rmed  a t  th i s  t ime .   The  IPT se rves  
as  an  exce l l en t  fo rum to  address  deve lopmenta l  i s sues  be tween  the  Government  and  pa r t i c ipa t ing  
con t rac to r s .   Bo th  s ides  mus t  unders tand  exac t ly  which  func t ions  a re  requ i red  and  how the  Government  
in tends  to  u t i l i ze  them.   They  mus t  d i scuss  the  hardware ,  sof tware ,  and  ne tworks  tha t  wi l l  be  used ,  how 
the  CITIS  should  handle  da ta  in  d i f fe ren t  fo rmats ,  and  how the  con t rac tor  should  handle  major  changes  in  
the  Government ' s  compute r  in f ras t ruc tu re .

5.1 -- CITIS Development Strategy

Dur ing  the  p lanning  phase  of  the  CITIS  deve lopment  p rocess ,  con t rac tors  mus t  de te rmine  the i r  s t ra tegy  in  
te rms of  the  loca t ion/d is t r ibut ion  of  the  program-speci f ic  da ta  repos i tory ,  the  extent  to  which  the i r  
suppl ie rs / subcont rac tors  wi l l  be  inc luded  in  the  CITIS,  and  CITIS da ta  de l ivery .

5.1.1 -- CITIS Program-Specific Data Repositories

A major  dec is ion  tha t  mus t  be  made  ear ly  in  the  p lanning  process  i s  where  the  da ta  wi l l  res ide .   The  da ta  
can res ide  a t  e i ther  a  government  fac i l i ty  or  the  contractor  s i te .   I f  i t  wi l l  res ide  a t  a  Government  s i te ,  that  
s i te  should  be  spec i f ied  in  the  SOW.  I f  i t  wi l l  be  a t  the  cont rac tor  s i te ,  the  Government  should  not  spec i fy  
the  contractor ' s  reposi tory  s t ra tegy,  but  ra ther  speci fy  how they need the  reposi tory  to  funct ion.   I f  any 
programmat ic  reasons  ind ica te  p re fe rence  fo r  one  s t ra tegy over  the  o thers ,  tha t  s t ra tegy should  be  speci f ied  
in  the  SOW.  The  main  op t ions  for  p rogram-spec i f ic  da ta  repos i to ry  s t ra teg ies  inc lude :

1 . Database  repos i tory  res ides  wi th  the  pr ime cont rac tor  as  a  s ingle  phys ica l  in tegra ted  da tabase .

2 . Database  repos i tory  res ides  wi th  the  pr ime in  the  form of  d i s t r ibu ted  mul t ip le  da tabases  wi th  a  
nav iga tor .

3 . Database  repos i tory  res ides  wi th  the  pr ime;  ex is t ing  informat ion  sys tems are  in te r faced  to  
ext rac t  CITIS data  in  a  cent ra l  repos i tory .

4 . Database  repos i to ry  res ides  wi th  the  pr ime and  suppl ie rs  (many) ,  wi th  a  nav iga tor  (ga teway 
processor )  to  pass  reques ts /access  to  suppl ie r  da tabases .

5 . Database  repos i tory  res ides  a t  a  Government  fac i l i ty .

The  f ina l  repos i tory  s t ra tegy se lec ted  wi l l  typica l ly  depend on the  requi red  CITIS funct ional i ty ,  the  
ex i s t ing  Government  and  con t rac to r  in f ras t ruc tu re ,  and  the  budge t  ava i lab le  fo r  CITIS  deve lopment .

5.1.2 -- CITIS and Suppliers/Subcontractors

In  keeping  wi th  the  cur rent  sh i f t  in  a t t i tude  toward  te l l ing  cont rac tors  what  needs  to  be  done  ra ther  than  
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t e l l ing  them how to  do  i t ,  the  SOW should  spec i fy  s imply  that  the  Gov ' t .  wi l l  (or  wi l l  not)  require  access  to  
suppl ie r / subcont rac tor  da ta  v ia  the  CITIS .   The  cont rac tor  should  then  dec ide  how they  want  tha t  data  
de l ivered .

The  four  methods  for  incorpora t ion  of  subcont rac tor  da ta  in to  the  CITIS  inc lude :

1 . Subcont rac tor  de l ivers  da ta  on  paper  - -  pr ime scans  i t  in  and  adds  i t  to  CITIS in  ras te r  format .

2 . Subcont rac tor  de l ivers  da ta  v ia  phys ica l  media  in  d ig i ta l  format  - -  pr ime loads  i t  in to  CITIS.

3 . Subcont rac tor  downloads  i t s  da ta  d i rec t ly  in to  CITIS  da tabases .

4 . Subcon t r ac to r  becomes  member  o f  CITIS  ne twork  and  use r s  have access  to  a l l  of  i t s  data .

5.1.3 -- CITIS Data Delivery and Acceptance

For  mos t  defense  programs,  a  l a rge  vo lume of  technica l  da ta  wi l l  be  c rea ted  by  the  cont rac tor  in  suppor t  of  
the  program.   Before  th i s  da ta  can  be  re leased  for access  th rough  the  CITIS ,  i t  mus t  mee t  the  p rogrammat ic  
requi rements  and  pass  the  cont rac tua l  res t r ic t ions .

F igure  6 -3  shows  grea te r  de ta i l  on  the  CITIS  opera t iona l  env i ronment .   Bo th  the  Government  and  the  
cont rac tor  must  take  precaut ions  to  ensure  tha t  da ta  i s  no t  re leased  for  CITIS access  wi thout  the  
appropr ia te  approval .   Cont rac tors  wi l l  typ ica l ly  have  a  da tabase  of  working  da ta  tha t  i s  no t  made  ava i lab le  
to  the G o v e r n m e n t .   Th i s  da ta  mus t  pass  th rough  a  "con t rac tua l  and  p rogrammat ic  f i l ter"  to  determine 
whether  the  da ta  con ten t  sa t i s f i es  the  p rogram requi rements  and  the  da ta  fo rmat  mee ts  the  contrac tual  
res t r ic t ions  before  i t  i s  re leased  to  the  Government .   This  process  i s  no  d i f ferent  f rom the  current  
pape r -based  me thod  o f  da ta  de l ivery;  i t  i s  s imply  performed e lec t ronica l ly  ra ther  than  on  paper .   When  
prepar ing  i t s  CITIS approach ,  the  cont rac tor  wi l l  a l so  need  to  cons ider  how da ta  tha t  has  been  de l ivered  to  
the  Government  bu t  has  no t  ye t  been  accep ted  should  be  handled  to  p reven t  da ta  use rs  (o ther  than  those  
rev iewing  the  de l ive rab le )  f rom access ing  and  us ing  tha t  da ta  premature ly .
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Figure 6-3. -- CITIS Operational Environment.

The  cont rac t  mus t  address  the  ques t ions  o f  wha t  cons t i tu tes  da ta  de l ivery ,  and  who in  the  Government  wi l l  
rece ive ,  inspect ,  and accept  the  da ta .   The  G o v e r n m e n t  w i l l  speci fy  in  the  cont rac t  the  de l ivery  methods  for  
e a c h  CDRL i tem,  and  i f  de l ivery  inc ludes  CITIS,  th i s  de l ivery  may be  in  the  form of  e i ther  in -p lace  
de l ivery ,  in  which  the  da ta  i t em i s  cons idered  de l ivered  once  i t  becomes  ava i lab le  on  the  CITIS,  or  i t  may 
be  in  the  form of  a  phys ica l  da ta  download  by  t h e  G o v e r n m e n t  f rom the  CITIS .

The  fo l lowing scenar io  ident i f ies  the  s teps  taken  by  a  typica l  program off ice  in  the  rece ip t ,  rev iew,  and  
accep tance  of  d ig i ta l  da ta  de l ivered  in  a  bas ic  CITIS  envi ronment .   Th is  scenar io  assumes  tha t  the  p rogram 
uses  a  loca l  Government  se rver  as  the  respos i tory  for  da ta  under  rev iew,  and  uses  the  cont rac tor  s i te  as  the 
repos i tory  for  of f ic ia l ly  approved and re leased  vers ions  of  da ta  de l iverables :

1 . Da ta  Manager  rece ives  no t i ce  (v ia  E-Mai l )  f rom the  contractor  that  the  data  i tem is  ready for  
t r ans fe r /download  f rom the  cont rac tor ' s  server ,  a long wi th  in fo rma t ion  about  the  da ta  i tem 
(e .g . ,  f i le  locat ion  and name) .

2 . Data  Manager  t ransfers /copies  the  da ta  f i le  f rom the  cont rac tor ' s  des ignated  loca t ion  to  the  
des igna ted  Gov ' t .  server  loca t ion  v ia  a  d i rec t  ne twork  connec t ion  or  through 
t e l ecommunica t i ons .

3 . Automated  Da ta  P rocess ing  (ADP)  pe r son  inspec t s  f i l e  for  viruses ,  corrupt ion,  e tc . ,  ver i f ies  
the  da ta  conten t  and  format ,  and  renames  the  f i l e  accord ing  to  a  p re -de te rmined  naming  
convent ion .   Note  tha t  th is  person only  ver i f ies  tha t  the  f i le  conta ins  the  informat ion i t  i s  
s u p p o s e d  to ,  not  the  technical  content  i t se l f .

4 . ADP person  p laces  f i l e  in  des igna ted  loca t ion  on  se rver ,  and  implements  any  access  
res t r ic t ions .

5 . ADP person  no t i f i e s  Da ta  Manager  tha t  f i l e  has  been  success fu l ly  downloaded  and  p rov ides  
f i le  name,  loca t ion ,  and s ize .

6 . Data  Manager  not i f ies  cont rac tor  v ia  E-mai l  tha t  f i le  has  been  rece ived  (of f ic ia l ly  de l ivered) .

7 . Data  Manager  not i f ies  users  tha t  the  f i le  i s  now avai lable  on  the  ne twork ,  f i le  loca t ion ,  f i le  
name,  f i le  s ize ,  and point  of  contac t  for  tha t  da ta  i tem.

8 . Data  i tem reviewers  loca te ,  v iew,  and/or  t ransfer  da ta  f i les  as  appropr ia te .

9 . Remote  u se r s  u se  FTP  o r  TELNET to  download  f i l e s  t o  their  locat ion.

10 . Rev iewers  genera te  comments  in  a  se lec ted  fo rmat .

11 . Rev iewers  send  comments  to  da ta  i t em po in t  o f  con tac t  for  col la t ion  and del ivery  to  contrac tor .

12 . Data  i t em po in t  o f  con tac t  r ev iews  and  co l l a tes  comments  and  passes  them on  to  the  Da ta  
Manage r  v i a  E -ma i l  o r  ne twork .
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13 . Data  Manager  t r ans fe r s  comments  to  des igna ted  con t rac to r  ne twork  loca t ion  and  no t i f i e s  
con t rac to r  v ia  E-mai l  tha t  comments  have  been  de l ive red .

14 . Con t rac to r  incorpora te s  comments  a s  necessa ry  and  re submi t s  document .

Af te r  the  f ina l  document  i s  approved  for  re lease ,  the  cont rac tor  would  p lace  the  document  in  an  agreed  
u p o n  loca t ion  on  i t s  server  and make i t  ava i lable  to  a l l  au thor ized  users .

5.2 -- Infrastructure Considerations

The se lec t ion  of  hardware  and  sof tware  used  to  c rea te  the  CITIS  i s  c r i t i ca l  and  mus t  be  thoroughly  ana lyzed 
before  any  a t t empt  to  deve lop  CITIS  i s  begun .   The  CITIS  conf igura t ion  should  be  de te rmined  on ly  a f te r  
ana lys i s  and  compar i son  of  the  Government ' s  and  con t rac tor ' s  in f ras t ruc tures .   Some impor tan t  
cons idera t ions  inc lude  compat ib i l i ty  of  opera t ing  sys tems ,  f i l e  fo rmats ,  and  hardware  and  
t e lecommunica t ions  op t ions .   The  CITIS  des igner  shou ld  a l so  cons ider  fu tu re  impac t s  to  the  CITIS  sys tem 
shou ld  Gove rnmen t  u se r s  upg rade  the i r  hardware  or  sof tware .

When  de te rmin ing  the  in f ras t ruc tu re  fo r  CITIS ,  the  p rogram manager  mus t  dec ide  whe ther  the  con t rac to r  
o r  the  Government  o r  bo th  wi l l  p rov ide  the  ha rdware  and  t e l ecommunica t ions  fo r  the  Government  to  
in te r face  wi th  CITIS.   Typica l ly ,  the  Government  wi l l  use  i t s  own  compute r  ha rdware  and  so f tware  to  
access  the  C I T I S  da ta ,  wi th  the  cont rac tor  provid ing  only  the  sof tware  necessary  to  access  CITIS.   
H o w e v e r ,  t h e  p r o g r a m  m a n a g e r  may choose  to  have  the  cont rac tor  p rov ide  compu te r  hardware  (e .g . ,  
comple te  PCs ,  t e rmina ls ,  e tc . )  and/or  sof tware  to  be  loca ted  a t  Government  fac i l i t i es  and  used  exc lus ive ly  
for  CITIS access .   Th i s  op t ion  may  be  especia l ly  a t t rac t ive  for  locat ions  tha t  could  o therwise  requi re  
in f ras t ruc ture  upgrades  to  access  CITIS.

An inexpens ive  CITIS  a l te rna t ive  involves  da ta  i t em de l ivery  in  p lace  to  a  Government  se rver  loca ted  a t  a 
con t rac tor  s i t e .   Th is  se rver  cou ld  be  main ta ined  remote ly  by  a  Government  sys tem/da tabase  admin is t ra to r .  
 Th i s  i s  an  inexpens ive  method  to  implement  CITIS .   In  th i s  scenar io ,  the  SOW would  have  to  iden t i fy  the  
Gove rnmen t  Fu rn i shed  Equ ipmen t  (GFE)  and  spec i fy  de l ivery  in  p lace  of  the  da ta  i tems.   An ac tua l  Army 
program tha t  success fu l ly  implemented  th i s  type  o f  CITIS  i s  desc r ibed  be low.

T h e  P M  C o m b a t  M o b i l i t y  S y s t e m s  ( C M S )  i m p l e m e n t e d  t h i s  type of  CITIS for  thei r  IDE project .   In  th is  
case ,  a  Government - fu rn i shed  Unix  f i l e  se rver  was  p laced  a t  the  contractor ' s  fac i l i ty  and an exis t ing T1 
l ine,  which  was  l everaged  f rom ano ther  p rogram,  connec ted  the  PM wi th  the  con t rac to r  s i t e .   The  
G o v e r n m e n t  p rov ides  sys tem,  da tabase  and  technica l  suppor t  fo r  the  remote  servers  in  the  IDE,  as  wel l  as  
those  a t  the  PM's  locat ion.   The f i le  server  a t  the  contractor  s i te  i s  ou t s ide  thei r  f i rewal l  and is  access ible  
th rough  the i r  LAN.   There fore ,  de l ivery  and  exchange  of  da ta  i s  accompl i shed  by  p lac ing  in format ion  on  
the server .   Access ing  the  da ta  i s  accompl i shed ,  in  th i s  case ,  by  the  JCALS Workf low Manager  o r  
Reference  Libra ry .   This  scenar io  e l imina tes  a l l  overhead  on  the  weapon  sys tem cont rac t  assoc ia ted  wi th  
p rov id ing  and  main ta in ing  a  CITIS  and  the reby  lowers  the  p roduc t ion  cos t  o f  the  weapon  sys tem.

5.2.1 -- Hardware and Software

Implementa t ion  of  an  IDE,  inc lud ing  CITIS ,  can  range  f rom the  very  s imple  to  the  h igh ly  complex .   Every  
CITIS  shou ld  make  max imum use  o f  ex i s t i ng  inf ras t ruc ture  in  order  to  minimize  cos ts  and  reduce  the  



Program Manager's Desktop Guide for Continuous Acquisition and Life-Cycle Suppo

018EZ009.RTF 5 Wed Aug 25 199910:40:25

poten t ia l  user  res i s tance  to  new processes  and  technology .

The  bas ic  ha rdware  and  so f tware  used  by  mos t  CITISs  inc ludes :

z P C  W o r k s t a t i o n s
z Serve r s
z N e t w o r k  c o n n e c t i o n s  ( L A N s  a n d  W A N s )
z E-mai l  so f tware
z Modems  and  phone  l ines  ( i f  no  d i r ec t  ne twork  connec t ion  to  cont rac tor)  p lus

c o m m u n i c a t i o n s  s o f t w a r e
z CITIS da ta  access  sof tware  to  provide  da ta  query ,  indexing ,  and  naviga t ion  capabi l i ty

Addi t ional  inf ras t ruc ture  tha t  could  increase  funct ional i ty  inc lude:

z Dedica ted  h igh  speed  l ines  ( ISDN or  T1)
z COTS app l ica t ions  fo r  p rocess ing  da ta  on- l ine
z Data  conver s ion  so f tware
z Opt ica l  d r ives  fo r  a rch iv ing  da ta  on to  CD-ROM
z Sof tware  to  p rov ide  func t ions  such  as  on- l ine  comment  and  approva l ,  d ig i t a l

s ignature ,  e tc .
z Enhanced  da ta  secur i ty ,  inc lud ing  encrypt ion  hardware  and  sof tware ,  f i rewal l s ,

publ ic  and pr iva te  keys ,  e tc .
z W o r k f l o w  m a n a g e m e n t  s o f t w a r e
z Conf igu ra t i on  managemen t  so f twa re

A fa i r ly  new method  for  p rov id ing  bas ic  CITIS  capabi l i t i es  i s  a  con t rac tor -deve loped  and  main ta ined  
in t rane t .   The  concept  of  the  in t rane t  i s  becoming increas ingly  popular  as  a  means  to  provide  res t r ic ted  
In terne t  access  to  da ta  and  informat ion .   In t rane t -spec i f ic  technology inc ludes  in te rne t  technology but  adds  
f i l te r ing and secur i ty .   An in t ranet  usual ly  carr ies  the  addi t ional  res t r ic t ion  that  users  a l lowed access  to  
cr i t ica l  da ta  sources  be  par t  of  a  l imi ted  col lec t ion of  hos ts .   An in t ranet  would  a l low users  to  loca te ,  v iew,  
d o w n l o a d ,  and  pr in t  da ta  i t ems  v ia  the  fami l ia r  mechanism of  home pages .   Use  of  an  in t rane t  would  
requi re  the  bas ic  CITIS inf ras t ruc ture  l i s ted  above  wi th  the  addi t ion  of  web browser  sof tware  for  users  
(e .g . ,  Netscape) ,  and  web deve lopment  sof tware  for  cont rac tors  (e .g . ,  H T M L  author ing) .

5.2.2 -- Networks and Telecommunications

The  s imples t  means  o f  t r ans fe r r ing  da ta  be tween  the  con t rac to r  and  Government  i s  to  connec t  the  
appropr i a t e  l oca t ions  wi th  a  Wide  Area  Ne twork  (WAN) .   Seve ra l  WANs  have  been  and  wi l l  be  
implemented  tha t  incorpora te  bo th  con t rac to r  and  Government  fac i l i t i e s .

When  ne tworks  a re  no t  ava i l ab le ,  use rs  mus t  u t i l i ze  t e lecommunica t ions ,  which  invo lves  the  phys ica l  
connec t ion  to  CITIS v ia  te lephone  or  o ther  type  of  l ines .   The  CITIS access  can  be  v ia  regular  phone  l ines ,  
ded ica ted  modem l ines ,  h igh-speed  opt ica l  l ines ,  o r  ne tworks ,  and  wi l l  typ ica l ly  be  a  combina t ion  of  these  
m e t h o d s .   See  Sect ion  3  of  th is  Desktop  Guide  for  a  genera l  d iscuss ion  of  d ig i ta l  da ta  inf ras t ruc ture .   
M a n y  G o v e r n m e n t  faci l i t ies  e i ther  present ly  have or  are  ins ta l l ing the  inf ras t ruc ture  requi red  for  remote  
access  and  e lec t ron ic  da ta  t ransfe r ,  and  no  addi t iona l  t e lecommunica t ions  l ines  or  hardware  wi l l  be  
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requi red  for  CITIS  access .   I f ,  however ,  any  new l ines  o r  ne tworks  wi l l  be  requi red ,  the  program manager  
mus t  dec ide  whe the r  t he  Gove rnmen t  or  the  contrac tor  wi l l  be  responsible  for  l ine  ins ta l la t ion  and 
main tenance .   The  Government  wi l l  typ ica l ly  pay  for  i t s  own connec t ion  t ime  charges  (e .g . ,  phone  l ine  
usage)  fo r  use  o f  i t s  own te lecommunica t ions  l ines .   The  Government  may ,  however ,  r equ i re  the  con t rac to r 
to  es tab l i sh  an  800-number  ho t l ine  tha t  can  be  used  by  the  spec i f ied  number  o f  concur ren t  CITIS  users .

5.2.3 -- File Format Considerations

Before  any  CITIS  deve lopment  i s  pe r fo rmed ,  the  Government  and  con t rac to r  mus t  de te rmine  the  da ta  
formats  tha t  wi l l  be  ava i lab le  on- l ine .   A mat r ix  should  be  d e v e l o p e d  dur ing  the  CITIS  p lanning  s tage  
showing  which  so f tware  too l s  wi l l  be  used  and  how the  Governmen t  (GFI )  and  contrac tor  da ta  wi l l  be  
s tored  and  d isp layed .   An idea l  CITIS would  be  ab le  to  d i sp lay  and  process  da ta  in  any  format ,  regard less  
of  the  sof tware  tool  used  to  develop  i t .   However ,  th is  idea l  CITIS  may  be  economica l ly  prohib i t ive  and  
technologica l ly  cha l lenging .   In  prac t ice ,  the  Program Manager  wi l l  need  to  spec i fy  a  l imi ted  number  o f  
formats  for  da ta  de l ivery ,  inc luding  any or  a l l  of  the  fo l lowing opt ions :

z M u t u a l l y  A g r e e a b l e  C o m m e r c i a l  S o f t w a r e  ( M A C S )  f o r m a t s  ( e . g . ,  c o m m o n
word  p rocess ing  fo rma t s )

z CALS and /o r  commerc ia l  s t anda rd  fo rma t s  ( e .g . ,  IGES,  SGML,  e t c . )
z Neut ra l  da ta  fo rmats  (e .g . ,  Adobe  Acroba t ' s  Por tab le  D o c u m e n t  F o r m a t  [ P D F ] )

Each  fo rmat  i s  r ecommended  fo r  d i f fe ren t  r easons  and  for  d i f ferent  types  of  f i les .   A thorough discuss ion 
o f  these  r ecommenda t ions  can  be  found  in  pa ragraph  3.6 of  Sec t ion  5  and  paragraph  3 .0  of  Sec t ion  9  of  
th i s  Desk top  Guide .   In  p rac t ice ,  some programs  reques t  da ta  de l iver ies  in  mul t ip le  fo rmats .   For  example ,  
a  repor t  could  be  de l ivered  in  i t s  na t ive  format  (word  process ing)  as  wel l  as  in  a  neut ra l  da ta  format  (PDF) .  
 The  f i l e  in  i t s  na t ive  format  would  be  main ta ined  for fu ture  updates ,  whi le  the  neut ra l  da ta  f i le  would  be 
made  ava i lab le  to  rev iewers  and  da ta  users ,  who could  do  every th ing  they  need  to  wi th  the  f i l e  except  
change  i t .

The  Program Manager  mus t  a l so  keep  in  mind  tha t  d i f fe ren t  fo rmats  may  be  spec i f i ed  fo r  new da ta  and  
legacy data .   Legacy data  i s  technica l  da ta  tha t  was  d e v e l o p e d  and  a rch ived  before  the  implementa t ion  o f  
CALS in i t ia t ives .   New da ta  wi l l  typ ica l ly  be  in  one  of  the  three  formats  l i s ted  above .   Depending  on  i t s  
ant ic ipated  use ,  legacy data  can be  re ta ined in  i t s  or ig inal  na t ive  format  ( typica l ly  paper  or  aper ture  cards) ,  
s canned  in  and  s tored in  ras ter  or  neutra l  data  format ,  or  recreated as  a  processable  f i le .

5.2.4 -- Infrastructure Changes

Because  o f  the  rap id ly  changing  compute r  hardware  and  sof tware  t echnology ,  i t  i s  r easonable  to  assume 
tha t  a t  some point  dur ing  the  l i fe  of  the  CITIS,  the  G o v e r n m e n t  users  wi l l  upgrade  e i ther  the i r  hardware  or  
sof tware  o r  bo th .   The  Government  and  the  con t rac to r  should  agree  up- f ron t  as  to  wha t  t echnology  
re f reshments  the  Government  can  expec t  the  con t rac to r  to  incorpora te  a f te r  the  CITIS has  been  
i m p l e m e n t e d .   T h e  G o v e r n m e n t  may a lso  want  to  s ta te  expl ic i t ly  tha t  CITIS sha l l  be  upgraded to  be  
compat ib le  wi th  any  major  changes  in  ha rdware  and /o r  ne twork  conf igura t ion .   CITIS  use r  g roup  mee t ings  
can  se rve  as  an  exce l len t  fo rum for  d i scuss ion  of  compat ib i l i ty  p rob lems ,  t echnology  advancements ,  and  
the  advan tages  and  d i sadvantages  to  upgrades  to  the  CITIS .
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6.0 -- CITIS Issues

When CITIS  i s  be ing  cons ide red  and /o r  deve loped ,  the  p rogram manager  mus t  be  aware  o f  some  o f  the  
lega l  i s sues  accompanying  the  use  of  a  CITIS .   The  re la t ionsh ip  be tween  CITIS  and  the  fu tu re  JCALS and  
Defense  Sha red  Da ta  Warehouse  (DSDW) in i t i a t ives  shou ld  a l so  be  cons ide red  when  de te rmin ing  the  
scope  and  func t iona l i ty  of  the  CITIS ,  to  reduce  the  number  of  poss ib le  conf l ic t s  when  these  sys tems  a re  
f ina l ly  implemented .

6.1 -- Legal Issues

Because  CITIS  can  invo lve  ex tens ive  sha r ing  o f  da ta  be tween  con t rac to r s ,  subcon t rac to r s ,  and  Government 
ac t iv i t ies ,  a  s igni f icant  number  of  lega l  i ssues  have  been  ra ised  and  are  s t i l l  be ing  debated .   Some of  the 
mos t  p reva len t  i s sues  inc lude  the  ques t ions  of  p ropr ie ta ry  da ta  r igh ts  (who owns  the  da ta  when) ,  sof tware  
l icens ing ,  warrant ies  and l iab i l i t ies ,  and  in terna t ional  da ta  exchange .

6.1.1 -- Proprietary Data Rights

The  ex ten t  and  na ture  o f  r igh ts  which  the  Government  may  acqui re  to  use ,  copy ,  o r  d i sc lose  da ta  i t ems  
shal l  be  as  express ly  s ta ted in  the  contract .   In  general ,  a c c o r d i n g  t o  D F A R S  2 5 2 . 2 2 7 - 7 0 1 3 :

The  Government  sha l l  have  un l imi ted  r igh t s  in  t echn ica l  data  that  are  --

(i) Da ta  per ta in ing  to  an  i t em,  component ,  o r  p rocess  which  has  been  or  wi l l  be  deve loped  
exc lus ive ly  w i th  Gove rnmen t  funds ;

(ii) Studies ,  analyses ,  tes t  da ta ,  or  s imi lar  da ta  produced for  th is  cont rac t ,  when the  s tudy,  analys is ,  
test ,  o r  s imi la r  work  was  spec i f ied  as  an  e lement  of  pe r fo rmance ;

(iii) Crea ted  exc lus ive ly  wi th  Government  funds  in  the  pe r fo rmance  of  a  contract  tha t  does  not  
requ i re  the  deve lopment ,  manufac ture ,  cons t ruc t ion ,  o r  p roduc t ion  of  i t ems ,  components ,  o r  
p rocesses ;

( iv) Form,  f i t ,  and  funct ion  da ta ;

(v) Necessary  for  ins ta l la t ion ,  opera t ion ,  main tenance ,  or  t ra in ing  purposes  (o ther  than  de ta i led  
manufac tu r ing  or  process  da ta) ;

(vi) Cor rec t ions  o r  changes  to  t echnica l  da ta  fu rn i shed  to  the  Cont rac tor  by  the  Government ;

(vi i) Otherwise  publ ic ly  ava i lab le  or  have  been  re leased  or  d i sc losed  by  the  Cont rac tor  or  
subcon t rac to r  wi thou t  res t r ic t ions  on fur ther  use ,  re lease  or  d isc losure ,  o ther  than a  re lease  or  
d isc losure  resul t ing  f rom the  sa le ,  t ransfer ,  or  o ther  ass ignment  of  in teres t  in  the  technica l  da ta  
to  another  par ty  or  the  sa le  or  t ransfer  of  some or  a l l  of  a  business  ent i ty  or  i t s  asse ts  to  another  
par ty;

(vii i) Da ta  in  which  the  Government  has  ob ta ined  un l imi ted  r igh t s  under  ano the r  Government  
contract  or  as  a  resul t  of  negot ia t ions;  or



Program Manager's Desktop Guide for Continuous Acquisition and Life-Cycle Suppo

018EZ009.RTF 8 Wed Aug 25 199910:40:25

( ix) Data  fu rn i shed  to  the  Government ,  under  th i s  o r  any  o ther  Government  con t rac t  o r  subcont rac t  
the reunder ,  wi th  - -

( A ) Government  purpose  l icense  r igh ts  or  l imi ted  r igh ts  and  the  res t r ic t ive  condi t ion(s )  
has /have  exp i red ;  or

(B) Government  purpose  r igh t s  and  the  Cont rac to r ' s  exc lus ive  r ight  to  use  such data  for  
commerc i a l  pu rposes  ha s  expi red .

When dea l ing  wi th  in te l lec tua l  proper ty ,  there  i s  an  increased  r i sk  of  misuse  of  propr ie ta ry  and  bus iness  
sens i t ive  da ta  in  d ig i ta l  fo rm.   No DoD regula t ion  current ly  exis ts  to  assess  l iabi l i ty  on third  par t ies  for  
copyr ight  or  pa ten t  in f r ingement .   Even  wi th  access  l imi ta t ions ,  p ropr ie ta ry  markings ,  such  as  propr ie ta ry  
legends  and  res t r ic t ive  d i s t r ibu t ion  s ta tements ,  may be  inadver ten t ly  de le ted .   The  problem could  be  
c o m p o u n d e d  i f  the  CITIS ne twork  inc ludes  access  by  o ther  cont rac tors  and  subcont rac tors  in  addi t ion  to  
the  pr ime cont rac tor ,  because  the  re lease  of  propr ie ta ry  da ta  to  wide ly  accessed  da tabases  could  amount  to  
a b a n d o n m e n t  o f  secrecy wi th  a  resul tant  loss  of  r ights .   F inal ly ,  there  i s  the  potent ia l  problem where  
Con t r ac to r  A  doesn ' t  want  Contrac tor  B to  have  access  to  i t s  da ta ,  but  i t  can  be  d i f f icul t  to  prevent  tha t  
access  on  a  robus t  CITIS  ne twork .   Al l  o f  these  i s sues  should  be  cons idered  and  d i scussed  by  the  
G o v e r n m e n t  a n d  the  pr ime cont rac tor  in  the  ear ly  s tages  of  CITIS p lanning .

6.1.2 -- Software Rights/Licensing

Poten t ia l  th i rd  par ty  l i cens ing  problems can  a r i se  whenever  CITIS  i s  used  to  launch/access  o ther  
appl ica t ions .   I f  the  appl ica t ions  be ing  accessed  a re  commerc ia l  sof tware  packages ,  the  cont rac tor  wi l l  
need  to  inves t iga te  the  l i cens ing  po l ic ies  o f  the  sof tware  deve lopment  company.   In  some cases ,  they  may 
need to  e i ther  pu rchase  ind iv idua l  l i censes  fo r  the  max imum number  o f  concur ren t  CITIS users  or  
purchase  a  ne twork  or  s i te  l i cense  tha t  a l lows  spec i f ied  or  un l imi ted  usage  of  the  sof tware .   If  the 
app l ica t ions  be ing  accessed  were  deve loped  by  e i ther  the  p r ime  or  o ther  DoD cont rac tor ,  the  CITIS  
developers  wi l l  need  to  ver i fy  tha t  the  appl ica t ion  has  been re leased for  general  use .   I f  access  is  res t r ic ted,  
those  res t r ic t ions  must  be  incorpora ted  in to  the  CITIS access  ru le  se t  tha t  wi l l  deny access  to  anyone  
w i thou t  the  proper  au thor iza t ion .

Care  should  be  t aken  to  iden t i fy  and  gran t  access  to  bo th  commerc ia l  and  con t rac tor -deve loped  app l ica t ions 
only  to  people  who ac tua l ly  requi re  tha t  access  in  order  to  avoid  excess ive  l icense  purchases  and  propr ie ta ry 
data  conf l ic ts  ( i .e . ,  don ' t  jus t  automat ical ly  grant  a l l  CITIS users  access  to  a l l  appl ica t ions) .

6.1.3 -- Warranties and Liabilities

The cont rac tor  war ran ts  tha t  the  da ta  provided  by  them v ia  the  CITIS  i s  accura te  and  comple te ,  bu t  the  
ques t ion  of  who i s  respons ib le  for  war ran t ing  da ta  p roduc ts  c rea ted  by  CITIS  users  wi th  ad-hoc  quer ies  
has  not  ye t  been  answered .   The  cont rac tor  can  (and  should)  be  he ld  l iab le  for  provid ing  defec t ive  da ta  to  
the  Government ,  but  unfor tunate ly ,  lack  of  s ta tu tory  laws  resul t s  in  the  cont rac tor  a l so  be ing  he ld  l iab le  for  
misuse  of  any  da ta  they  provide .   Unt i l  ex is t ing  laws  are changed ,  the  cont rac tor  i s  l i ab le  for  damages  
when  da ta  p rov ided  th rough  CITIS  i s  used  incor rec t ly .

6.1.4 -- International Data Exchange
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In terna t iona l  da ta  exchange  i s  compl ica ted  by  d i f fe rences  in  t rea tment  of  in te l lec tua l  da ta  f rom nat ion  to  
na t ion .   Some na t ions  do  not  recognize  or  pro tec t  in te l lec tua l  proper ty .   Expor t  l icens ing  of  technica l  da ta  
a l so  c rea tes  a  bar r ie r  to  in te rna t ional  CITIS implementa t ion .   Any da ta  to  be  re leased  in terna t ional ly  needs  
pr ior  Gove rnmen t  app rova l .

Sect ion 7
S a m p l e  S t a t e m e n t  o f  W o r k  ( S O W )

Language  and Source  Se lec t ion  Cri ter ia

1.0 --  Introduction

This  Gene r i c  S t a t emen t  o f  Work  (SOW)/S ta t emen t  o f  Ob jec t ives  (SOO)  p rov ides  sample  l anguage  to  
ass i s t  in  the  implementa t ion  o f  Cont inuous  Acqu is i t ion  and  L i fe -cyc le  Suppor t  (CALS)  and for  the  
deve lopment  o f  a  CITIS  fo r  an  acqu i s i t ion  p rogram.   The  con ten t  wi th in  each  sample  pa ragraph  shou ld  be  
ta i lored for  each  app l ica t ion .   Th is  CALS-re la ted  l anguage  should  be  used  in  deve lop ing  the  func t iona l  
r equ i rements  wi th in  each  app l icab le  sec t ion  o f  the  Reques t  For  Proposa l  (RFP)  o r  Reques t  fo r  Quota t ion  
(RFQ)  SOW.   Th i s  l anguage  i s  no t  in tended  to  be  inse r t ed  as  a  s t and-a lone  sec t ion  wi th in  the  RFP/RFQ 
S O W .   Note:  t h roughout  th i s  sec t ion ,  the  t e rm "SOW" wi l l  be  used  to  ind ica te  e i the r  a  SOW or  SOO.

<Bracke ted ,  i ta l ic  t ex t>  ind ica tes  p rogram-spec i f ic  in format ion  tha t  mus t  be  inse r ted  in to  the  SOW.  Text  
enc lose  in  square  bracke ts  [  ]  a re  notes  to  the  reader  tha t  are  not  in tended to  be  inc luded  in  the  SOW.

Note: A word of caution about the paragraph numbers illustrated in the sample texts that 
follow.  Paragraph numbering is relative, not absolute.  For example, if the 
solicitation's section C contains more than the digital technical information system 
requirements illustrated, the paragraph numbers must expand to reflect this fact.  
Similarly, if the work requirements are moved out of solicitation section C and into a 
SOW attachment, the other numbering convention of MIL-HDBK-245 would apply.  
Namely:  paragraph 1 is scope, paragraph 2 is applicable documents, and 
requirements paragraphs are assigned numbers starting with "3".

2.0  - -  Sample  Statement  of  Work (SOW) Language

2.1 --  SOW Para.  1 .0  - -  Scope

The cont rac tor  sha l l  es tab l i sh  a  d ig i ta l  technica l  informat ion  (TI)  inf ras t ruc ture  to  provide  au tomat ion  and  
in tegra t ion  of  the  genera t ion ,  de l ivery ,  and uses  of < p r o g r a m  n a m e > technica l  in format ion  over  the  
< "de fense  sy s t em"  or  "equ ipmen t"> l i fe  cycle .   Unless  o therwise  speci f ied  wi th in  the  contrac t ,  a l l ,  or  any 
por t ion  of ,  the  technica l  informat ion  (TI)  spec i f ied  here in  sha l l  be  developed in  a  d ig i ta l  fo rm compa t ib le  
wi th  requi rements  s ta ted  here in .   Unless  spec i f ica l ly  s ta ted  here in ,  the  fo l lowing  requi rements  do  not  
rep lace  or  amend requi rements  for  de l ivery  of  TI  in  non-d ig i ta l  fo rms  spec i f ied  e l sewhere  in  the  contract .

2.2 - -  SOW Para.  2 .0  - -  Specif ic  Requirements

The  con t rac to r  sha l l  implement  a  CALS program tha t  wi l l  ach ieve  the  fo l lowing  ob jec t ives :
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a. Implement  a  cont rac tor  technica l  in format ion  sys tem for  on- l ine  access  to  and  de l ivery  of  
p r o g r a m m a t i c  and technical  d ig i ta l  da ta ;

b . Author ize  Government  access  to  the  con t rac to r  da tabase (s ) ;  and ;

c. Del iver  technica l  in format ion  in  mi l i ta ry  and  indus t ry  s tandard  d ig i ta l  forms .

2.2 .1  - -  SOW Para.  2 .1  - -  CALS Approach

[ see  2 .2 .2  be low fo r  desc r ip t ion  o f  the  CALS p lann ing  document . ]

The  con t rac to r  sha l l  de f ine  a  spec i f i c  CALS implementa t ion  object ive  and s t ra tegy,  taking in to  
cons idera t ion  technica l  cons t ra in ts ,  qua l i ty  and  cos t  guide l ines  and  the  Governmen t  Concep t  o f  Opera t ions  
(GCO)  e s t ab l i shed  by  the  serv ice  Program Manager .   This  s t ra tegy  sha l l  be  suppor ted  by  necessary  t rade  
s tudies ,  and shal l  desc r ibe  the  f ramework  fo r  CALS implementa t ion  ac t iv i t i e s  to  be  accompl i shed  dur ing  
each  phase  o f  <p r o g r a m  n a m e > sys tem deve lopment .   The  s t ra tegy  sha l l  de f ine  how the  p rogram wi l l  
implement  and  opera te  in  an  In tegra ted  Data  Envi ronment  ( IDE) ,  iden t i fy  the  c r i t i ca l  in f ras t ruc ture  and  
process  modi f ica t ions  tha t  wi l l  enab le  the  IDE,  and  prov ide  de ta i l s  on  how program r i sk  and  cos t s  wi l l  be  
reduced  and  p roduc t  qua l i ty  improved  th rough  CALS in i t i a t ives .   The  implementa t ion  s t ra tegy  sha l l  serve  
as  a  gu ide  in  deve lop ing  cont rac tua l  requ i rements  fo r  l a te r  p rogram acquis i t ion  phases .   Th is  CALS 
a p p r o a c h  shal l  be  deta i led  in  the  <n a m e  o f  C A L S  p l a n n i n g  d o c u m e n t >.

2.2.2 --  SOW Para.  2.2 --  <name of CALS planning document>

[Th i s  document  i s  op t iona l ,  and  i s  typ ica l ly  the  CALS Implementa t ion  P lan  (CALSIP) .   Regard less  o f  wha t 
i t  i s  ca l l ed ,  a  CALS/IDE p lann ing  document  i s  r e c o m m e n d e d  to  ensure  success fu l  CALS implemen ta t ion . ]

The  con t rac to r  sha l l  deve lop  and  main ta in  a  cur ren t ,  comprehens ive  and  de ta i l ed  <n a m e  o f  C A L S  p l a n n i n g  
d o c u m e n t > out l in ing  the  procedures  to  be  used  to  accompl i sh  the  CALS requ i r emen t s  de f ined  in  < Sec t ion  
X . X > o f  t h i s  S t a t emen t  Of  Work  (SOW) .   The  <n a m e  o f  C A L S  p l a n n i n g  d o c u m e n t > shal l  address  
capabi l i t ies  for  automat ing  the  access  and re t r ieval  of  technica l  da ta ,  and  provide  for  d ig i ta l  exchange  and  
in tegra t ion  be tween the  engineer ing ,  manufac tur ing ,  log is t ics  and  o ther  func t iona l  a reas  as  appropr ia te  to  
th i s  acquis i t ion  phase  of  the  program.

T h e  < n a m e  o f  C A L S  p l a n n i n g  d o c u m e n t > sha l l  address ,  a s  a  min imum,  the  fo l lowing :

z CALS suppor t  ha rdware  and  so f tware  a rch i t ec tu re ,  r e fe rence  documents ,  po in t s
of  contac t .

z Cont rac to r ' s  approach  and  exper ience  in  c rea t ion ,  management ,  use ,  and
exchange  of  d ig i ta l  in format ion .

z Contrac tor ' s  capabi l i t ies  for  in tegra t ing  appl ica t ions  and da tabases .
z Procedures  to  improve  p roduc t  qua l i ty  and  e l imina te  da ta  redundancy .
z Proposed  CITIS  on- l ine  access  capabi l i t i es .
z In fo rmat ion  sys tem and  re la t ionsh ips  wi th  Government  r ece iv ing  sys tems .
z Out l ine  of  p roposed  ac t ions  and  capabi l i t i es  to  be  pursued  in  subsequent  l i fe

cyc le  phases .
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z Telecommunica t ions  da ta  p ro tec t ion  and  in tegr i ty ,  inc lud ing  sys tem secur i ty .

T h e  < n a m e  o f  C A L S  p l a n n i n g  d o c u m e n t > sha l l  be  upda ted  every  <n u m b e r  o f  d a y s / m o n t h s> th roughout  the  
l i fe  of  the  contrac t .   The updates  shal l  def ine  implemen ta t ion  p l ans  fo r  t he  upcoming  per iod in  greater  
de ta i l ,  reso lve  outs tanding  s t ra tegy  i ssues ,  respond to  s t ra teg ic  and  technology changes ,  a n d  r e c o m m e n d  
spec i f ic  a l t e rna t ive  approaches  for  con t inua t ion  of  CALS in  the  nex t  phase .

2.2.3  - -  SOW Para.  2 .3  - -  Database Architecture/System Tradeoffs

The cont rac tor  p lan  sha l l  p rovide  a  cos t  e f fec t ive  method  of  managing  the  u t i l i za t ion  of  the  cont rac tor  set  
o f  au tomated  da ta  p rocess ing  sys tems  and  app l ica t ions  which  suppor t  spec i f i c  weapon  sys tem techn ica l  
da tabase(s )  such  tha t  appropr ia te  conf igura t ion  and  vers ion  cont ro l  o f  t echnica l  in format ion  i s  main ta ined ,  
wh i l e  p rov id ing  cur ren t  da ta  for  des ign ,  engineer ing  ana lys i s ,  manufac tur ing ,  and  product  suppor t  
p lanning .   The  cont rac tor  sha l l  conduct  appropr ia te  t radeof fs / s tud ies /ana lyses  to  suppor t  de te rmina t ion  of  
the  CALS implemen ta t ion  s t r a t egy .   The  s ta tus  of  these  s tudies  sha l l  be  rev iewed a t  appropr ia te  program 
rev iews ,  and  the  resu l t s  documented  as  par t  of  the  <n a m e  o f  C A L S  p l a n n i n g  d o c u m e n t >.   Candida tes  for  
such  s tud ies  inc lude :

(Examples  on ly ;  f ina l  de te rmina t ion  i s  p rogram spec i f ic )

z improved  a l t e rna te  da ta  genera t ion  and  de l ive ry  modes
z i n f ras t ruc tu re  compa t ib i l i ty  and  recommended  upgrades
z digi ta l  da ta  del ivery  vs .  on- l ine  access
z ana lys i s  o f  t e lecommunica t ion  a l t e rna t ives
z funct ional  in tegra t ion  cos t /benef i t  s tudies

2.2.4 --  SOW Para.  2.4 --  Security

[ I f  a  CALSIP  o r  o the r  CALS p lann ing  document  i s  no t  be ing  requi red ,  the  cont rac tor  needs  to  address  th is  
secur i ty  in format ion  in  some o ther  spec i f ied  de l iverab le . ]

The  cont rac tor  sha l l  es tab l i sh  a  secur i ty  sys tem and enforce  da ta  pro tec t ion  and in tegr i ty  s tandards .   
Sys tem secur i ty  engineer ing  pr inc ip les  as  ou t l ined  in  <spec i fy  secur i ty  document ,  t yp ica l ly  
M I L - S T D - 1 7 8 5 > sha l l  be  used .   Cont ro ls  to  prevent  unauthor ized  access  sha l l  be  es tab l i shed  and  de ta i led  
in  the  <n a m e  o f  C A L S  p l a n n i n g  d o c u m e n t >.   The  p lan  sha l l  be  based  on  the  resu l t s  o f  documented  data  
protec t ion  and in tegr i ty ,  threa t  and vulnerabi l i ty  analys is ,  r i sk  assessments ,  and t radeoff  analyses .   
Vulnerabi l i t ies  tha t  remain  af ter  secur i ty  sys tem des ign  shal l  be  ident i f ied .   The  p lan  shal l  inc lude  d isas ter  
recovery  provis ions .   Secur i ty  r equ i r emen t s  tha t  mus t  be  compl i ed  wi th  by  Governmen t  pe r sonne l  wi l l  be  
ident i f ied  to  the  Government  in  the  secur i ty  sec t ion  of  the  <n a m e  o f  C A L S  p l a n n i n g  d o c u m e n t >.   Any 
pecu l ia r  so f tware  tha t  mus t  be  res iden t  on  Government  access  t e rmina l s  wi l l  be  p rov ided  and  main ta ined  
by the  cont rac tor .

Informat ion  requi r ing  spec ia l  secur i ty  provis ions  such  as  c lass i f ied  da ta ,  c r i t ica l  technology and sens i t ive  
da ta ,  such as  propr ie tary ,  compet i t ion  or  l iab i l i ty  sens i t ive  da ta ,  wi l l  be  par t i t ioned to  minimize  the  vo lume  
of  informat ion  requi r ing  spec ia l ized  handl ing ,  to  provide  c lass i f ica t ion  a t  the  lowest  c lass i f ica t ion  level ,  
and  to  cont ro l  access .   Sens i t ive  da ta ,  in  th is  context ,  inc ludes  but  i s  not  l imi ted  to ,  CDRL data  i tems 
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marked  wi th  one  or  more  of  the  fo l lowing:   an  expor t  cont ro l  warn ing  not ice ,  res t r ic t ive  d i s t r ibu t ion  
s ta tement  ( i . e . ,  d i s t r ibu t ion  s ta tements  B,  C,  D,  E ,  F  or  X)  and/or  a  propr ie ta ry  legend  f rom the  FAR or 
D F A R S .   Encrypt ion  of  c lass i f ied  da ta  or  sens i t ive  mi l i ta ry  da ta  sha l l  be  s t ipu la ted  by  the  CDRL and on  an  
as - requi red  bas i s  in  accordance  wi th  p rocedures  es tab l i shed  by  the  Nat iona l  Secur i ty  Agency .   Such  
informat ion  sha l l  be  ident i f ied  to  prevent  inadver tent  d isc losure  and re tent ion  of  secur i ty  ident i f ica t ion  for 
pr in touts  of  accessed  informat ion .   The  cont rac tor  sha l l  pay  par t icu lar  a t ten t ion  to  unclass i f ied  i tems of 
in format ion ,  which ,  taken  toge ther ,  can  infer  c lass i f ied  informat ion .

The  cont rac tor  sha l l  main ta in  conf igura t ion  cont ro l  o f  the  secur i ty  sys tem and  t rus ted  sys tem components .   
The  cont rac tor  sha l l  conduct  a  t es t  and  eva lua t ion  of the  sys tem and  per iod ic  inspec t ions  to  ensure  
compl i ance .   The  Government  sha l l  r e ta in  the  r igh t  to  conduc t  announced  and  unannounced  inspec t ions  by  
secur i ty  specia l i s t s  a t  any t ime to  review,  audi t ,  and account  for  c lass i f ied  mater ia ls .

2.2 .5  - -  SOW Para.  2 .5  - -  Program Assessment  and Control  - -  Department  of  Defense  (DoD) Reviews

T h e  < n a m e  o f  C A L S  p l a n n i n g  d o c u m e n t > sha l l  descr ibe  the  procedures  and  cont ro l s  by  which  the 
con t rac tor  and  the  Government  wi l l  eva lua te  the  s ta tus  and  e f f ec t iveness  o f  CALS.   The  implemen ta t ion  
o f  CALS wi l l  be  a  sub jec t  o f  rev iew a t  va r ious  p rogram rev iews .

2.2 .6  - -  SOW Para.  2 .6  - -  Post  Award Planning Meetings

The  pr ime  con t rac to r  sha l l  hos t  a  pos t  award  CALS program or ien ta t ion  confe rence  to  be  schedu led  no  
la ter  than <n u m b e r > days  a f te r  cont rac t  award .   A representa t ive  f rom the  <p r o g r a m  n a m e >  p rog ram 
of f ice  sha l l  cha i r  th i s  conference .   Major  pr ime cont rac tor  teaming  par tners / subcont rac tors  sha l l  a t tend.   
T h e  agenda  for  th i s  conference  sha l l  be  approved  by  the  <p r o g r a m  n a m e > program of f ice .   The  purpose  of  
t h i s  C A L S  m e e t i n g  i s  to  c la r i fy  the  GCO and have  the  cont rac tor  present  to  the  Government  the i r  p lans  for  
on- l ine  access ,  i f  requi red ,  exchange,  and del ivery  of  d ig i ta l  da ta .

Add i t iona l  CALS mee t ings  sha l l  be  conduc ted  a t  <n u m b e r  o f  m o n t h s > intervals  to  d iscuss  the  s ta tus  of  
C A L S  i m p l e m e n t a t i o n  e f for t s .   These  meet ings  wi l l  p rovide  a  forum for  Government  and  con t rac to r  
d i scuss ion  and  reso lu t ion  of  p roblems wi th  in f ras t ruc ture ,  da ta  formats ,  da ta  in te rchange ,  and  sys tems  
in tegra t ion .

2.2 .7  - -  SOW Para.  2 .7  - -  Government  Furnished Information (GFI)

The  l i s t  o f  GFI  the  Government  p lans  to  p rov ide  i s  inc luded  in  a t t achment /exh ib i t  <n u m b e r >.   GFI  shal l  
be  provided  in  d ig i ta l  format  except  in  cases  where  hard  copy  i s  the  on ly  ava i lab le  media .   The  GCO wi l l  
def ine  inf ras t ruc ture  capabi l i t ies  to  rece ive  and use  var ious  types  of  d ig i ta l  da ta  and technica l  informat ion .   
GFI  provided in  d ig i ta l  format  sha l l  be  avai lable  for  on- l ine  access ,  except  in  cases  where  f i le  s izes  or  
formats  a re  prohib i t ive .

2.3 - -  SOW Para.  3 .0  - -  Contractor Integrated Technical  Information Services  (CITIS)

[Genera l  Descr ip t ion :   see  pa ragraph  3  fo r  a  s t anda lone  de t a i l ed  CITIS  SOW.]

The  cont rac tor  sha l l  p ropose  [ "deve lop"  i f  Sec t ion  C  S O W  r e q u i r e m e n t ]  a  p r o g r a m  c o m p o s e d  o f  
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procedures ,  p rocesses ,  spec i f ica t ions ,  computer  and  t e l ecommunica t ions  equ ipmen t ,  and  so f tware  
appl ica t ions  for  the  in tegra t ion ,  s torage ,  exchange ,  and/or  on- l ine  shar ing  of  da ta  wi th  the  Government .   
These  technica l  da ta  and  da tabase(s )  and  func t iona l  appl ica t ion  capabi l i t i es  provided  wi th in  the 
contrac tor ' s  sys tem shal l  be  refer red  to  as  the  CITIS .   MIL-STD-974 ,  A t t achmen t  < number / l e t t e r>,  may  be  
used  as  gu idance  fo r  CITIS  deve lopment .   Th i s  CITIS  sha l l  be  deve loped  in  accordance  wi th  the  fo l lowing .

The  con t rac to r  sha l l  p ropose  [ "deve lop"  fo r  Sec t ion  C  SOW requ i rement ]  a  Techn ica l  In fo rmat ion  (TI )  and 
p rogram management  a rch i tec tu re ,  wi th  a  func t iona l  and  h ie ra rch ica l  index ing  sys tem to :

z Manage  conf igura t ion  of  the  en t i re  TI  and  p lann ing  da tabases ,
z In tegra te  p lanning  informat ion  in to  i t s  respec t ive  TI  source  da tabase ;  and
z Trace  conf igura t ion  changes  f rom des ign  to  log is t ics  p roduc ts  and  v ice  versa .

The  cont rac tor  sha l l  p ropose  how he  wi l l  [ " i s  requ i red  to"  fo r  Sec t ion  C SOW language]  es tab l i sh  a  l ink  
a m o n g  logis t ics ,  des ign ,  engineer ing ,  and  manufac tur ing  da ta  and  funct ional  processes  to  fac i l i ta te  the  
in te rchange  and  exchange  of  technica l  in format ion ;  in tegra te  technica l  da ta  and  da tabase(s )  to  suppor t  the  
des ign ,  manufac tu r ing  and  suppor t  p rocesses  and  a l low for  t imely  access  by  au thor ized  Government  
ac t iv i t ies ;  provide  an  in tegra ted ,  shared  da ta  envi ronment ,  cons is t ing  of  in tegra ted  da tabases ,  ana lys is  
tools ,  and engineer ing  processes  des igned to  u t i l ize  d ig i ta l  TI ;  and,  provide  for  the  genera t ion ,  s torage ,  
indexing ,  d is t r ibut ion ,  and  de l ivery  of  in tegra ted  acquis i t ion  and  logis t ics  informat ion  products .   The  
cont rac tor  sha l l  l everage  ex is t ing  CITIS  capabi l i t i es  and  resources ,  and  maximize  c o m m o n a l i t y  and  reuse  
of  CITIS  sof tware  and  hardware  to  ach ieve  an  op t imum so lu t ion .   In  the  se lec t ion  of  ana ly t ica l  tools ,  the 
cont rac tor  sha l l  maximize  the  use  of  p rev ious ly  deve loped  or  o f f - the-she l f  sof tware .   These  sof tware  tools  
sha l l  be  compa t ib le  wi th  Government  ha rdware / so f tware  sys tems  s t a t ed  in  the  GCO,  unless  cont rac tor  
deve loped ,  un ique  so f tware  so lu t ions  a re  demons t ra ted  to  be  more  cost  effect ive .

2.3.1  - -  SOW Para.  3 .1  - -  Data Element Dict ionary

[ I f  CITIS is  required. ]

A genera l  da ta  e lement  d ic t ionary  sha l l  be  deve loped  so  tha t  iden t ica l  da ta  e lements  a re  addressab le  by  the 
compute r  a s  the  same  da ta  e l ement .   Changes  to  any dupl ica te  da ta  e lement  sha l l  be  e f fec ted  th roughout  all  
da tabases .   A s imi la r  methodology  sha l l  be  deve loped  for  graphics  and  la rge  tex tua l  en t i t i es  to  ensure  that  
changes  to  the  source  graphic  cor rec t ly  f lags  the  necess i ty  for  change  to  a l l  dependent  graphic / tex tua l  
en t i t i es  der ived  f rom the  source  graphic .

2.4  - -  SOW Para.  4 .0  - -  Engineering Data (Graphic  and Text Files)

Any da ta ,  e i ther  Government ,  con t rac tor ,  o r  vendor ,  tha t  con ta ins  engineer ing  def in i t ion  or  gu idance  on  
mate r ia l  i t ems  (components ) ,  equ ipment  sys tem prac t ices ,  methods ,  and /or  p rocesses  re la t ing  to  the  des ign , 
manufac ture ,  acquis i t ion ,  t es t ,  inspec t ion  sha l l  be  submi t ted  in  d ig i ta l  fo rm in  accordance  wi th  the  CDRL 
and  compat ib le  wi th  the  Government  da ta  r epos i to ry / rece iv ing  sys tems  s t a ted  in  the  GCO.

[The  fo l lowing  paragraphs  conta in  language  tha t  should  be  in tegra ted  wi th  the  spec i f ic  func t iona l  a rea  tha t  
i t  addresses . ]



Program Manager's Desktop Guide for Continuous Acquisition and Life-Cycle Suppo

018EZ009.RTF 14 Wed Aug 25 199910:40:26

2.5 - -  SOW Para.  5 .0  - -  Automation & Functional  Integrat ion

The  con t rac to r  shou ld  use  compute r -a ided  des ign ,  eng inee r ing ,  and  manufac tu r ing  methods  
( C A D / C A E / C A M )  t o  s u p p o r t  des ign  in tegra t ion  wi th  manufac tu r ing  p lann ing  and  logis t ic  suppor t  sys tem 
deve lopment .   These  so f tware  too l s  sha l l  be  compa t ib le  wi th  the  Government  ha rdware / so f tware  sys tems  
s ta ted  in  the  GCO,  un less  con t rac to r  deve loped ,  un ique  sof tware  so lu t ions  a re  demons t ra ted  to  be  more  
cos t  e f fec t ive .   An in tegra ted  se t  o f  ADP sys tems  and  appl ica t ions  wi l l  be  used  by  the  cont rac tor  t eam to 
en te r ,  upda te ,  manage ,  and  re t r ieve  da ta  f rom spec i f ic  <p r o g r a m > technica l  da tabase(s ) .

2.6.  - -  SOW Para.  6.0 --  Diagnostics

The source  of  d iagnos t ic  in format ion  wi l l  res ide  in  log is t ics  engineer ing  da tabases  of fe r ing  da ta  exchange  
in  neut ra l  formats .   Sof tware  sha l l  be  deve loped  to  provide  for  au tomated  in te r face  wi th  in -serv ice  
p e r f o r m a n c e  and  main tenance  da ta  co l lec t ion  p rocesses  and  to  p rov ide  feedback  concern ing  successes  and  
fa i lures  in  the  faul t  i so la t ion  process  to  the  sys tem des igner .   Diagnost ic  sys tems tha t  learn  f rom 
expe r i ence  and  wh ich  have  the  capabi l i ty  to  update  a  knowledge -based  d i agnos t i c  da tabase  to  op t imize  the  
faul t  i so la t ion  process  or  to  improve  sys tem des ign  are  to  be  used  to  the  fu l les t  ex tent  poss ib le .

2.7  - -  SOW Para.  7 .0  - -  Management  Information Tools

The cont rac tor  sha l l  es tab l i sh  an  on- l ine  d i rec t  access  capabi l i ty  for  recording ,  p lanning ,  schedul ing ,  and  
repor t ing  s ta tus  of  program requi rements .   This  sha l l  p rovide  v is ib i l i ty  of  the  cont rac tor ' s  per formance ,  
h igh l igh t  po ten t ia l  p roblems ,  and  provide  schedule  compat ib i l i ty  checks  to  ensure  in tegra t ion  of  func t iona l  
ac t iv i t ies .   This  on- l ine  capabi l i ty  shal l  ident i fy  change impacts  on  re la ted  areas  of  logis t ic  suppor t ,  des ign 
and  manufac tu r ing ,  and  p rov ide  the  s ta tus  o f  p rogram del iverables .

2.8  - -  SOW Para.  8 .0  - -  Technical  Manuals /Technical  Orders

The cont rac tor  sha l l  p rov ide  for  computer  ass i s ted  genera t ion  of  t echnica l  manuals / technica l  o rders .   This  
da ta  i s  to  be  der ived ,  to  the  maximum ex ten t  possible ,  f rom integrated digi ta l  data  f i les ,  e .g . ,  
CAD/Enginee r ing  da tabase .   The  deve lopment  o f  In te rac t ive  E lec t ron ic  Techn ica l  Manua l s  ( IETMs)  sha l l  
be  exp lo red  and  ins t i tu ted  when  de te rmined  to  be  cos t -e f fec t ive  and  advantageous  to  the  presen ta t ion  of  
the  mater ia l .   This  da ta  sha l l  be  provided  in  accordance  wi th  < Serv ice -un ique  spec i f i ca t ions  and  TM/TO 
d e v e l o p m e n t  g u i d a n c e  o r  o t h e r  T M / T O  S O W  r e q u i r e m e n t s >.

2.9  - -  SOW Para.  9 .0  - -  Supply Support

The cont rac tor  sha l l  main ta in  spare  par t s  iden t i f ica t ion  cons is ten t  wi th  the  approved  conf igura t ion  base l ine  
and  a l low for  on- l ine  assessment  of  the  impac t  to  spare  par t s  requi rements  dur ing  ana lys i s  o f  des ign  
a l te rna t ives .   The  cont rac tor  sha l l  p rovide  provis ion ing  technica l  documenta t ion  to  fac i l i t a te  au tomated  
o rder ing ,  supp ly  management ,  and  d i s t r ibu t ion ,  and  shou ld  p rov ide  on- l ine  ident i f ica t ion of  spares ,  repair  
par t s ,  and  source /main tenance / recoverab i l i ty  coding .   This  da ta  sha l l  be  p rov ided  IAW <Serv ice -un ique  
spec i f i ca t i ons  and  TM/TO deve lopmen t  gu idance  o r  o the r  TM/TO SOW requ i r emen t>.

2.10 --  SOW Para.  10.0  - -  Training



Program Manager's Desktop Guide for Continuous Acquisition and Life-Cycle Suppo

018EZ009.RTF 15 Wed Aug 25 199910:40:26

Tra in ing  des ign ,  p roduc t ion ,  and  de l ivery  wi l l  be  gu ided  by  the  processes  o f  the  Sys tems  Approach  to  
Tra in ing  (SAT)  or  the  Ins t ruc t iona l  Sys tems  Des ign  ( ISD) .   A thorough  ana lys i s  o f  the  t ra in ing  needs  of  
the  ta rge t  audience ,  the  tasks  to  be  t ra ined ,  and  the  most  cos t  e f fec t ive  media  must  be  conducted  ear ly  in  
o rder  to  fac i l i t a te  an  in tegra ted  deve lopment  p rocess .   Maximum use  o f  p re l iminary  t ra in ing  documents  
and  t ra in ing  sess ions  wi l l  ensure  the  f ina l ized  t ra in ing  suppor t  package  meets  the  needs  of  the  user  
aud ience .   E lec t ron ic  t ra in ing  technolog ies  such  as  v ideo- te leconferenc ing  and  computer -based  t ra in ing  
shal l  be  used to  the  m a x i m u m  extent  poss ib le  to  enhance  the  e f fec t iveness  of  t ra in ing  mater ia l s  and  
courses .

Nex t  Sec t ion


